IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

UNITED STATES OF AMERICA
V.

VIKTOR BORISOVICH NETYKSHO,

BORIS ALEKSEYEVICH ANTONOV,

DMITRIY SERGEYEVICH BADIN,

IVAN SERGEYEVICH YERMAKOV,

ALEKSEY VIKTOROVICH
LUKASHEV,

SERGEY ALEKSANDROVICH
MORGACHEYV,

NIKOLAY YURYEVICH KOZACHEK,

PAVEL VYACHESLAVOVICH
YERSHOV,

ARTEM ANDREYEVICH
MALYSHEYV,

ALEKSANDR VLADIMIROVICH
OSADCHUK,

ALEKSEY ALEKSANDROVICH
POTEMKIN, and

ANATOLIY SERGEYEVICH
KOVALEYV,

Defendants.
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CRIMINAL NO.

(18 U.S.C. §§ 2, 371, 1030, 1028A, 1956,
and 3551 et seq.)

RECEIVED
JUL 13 2018

Clark, U.S. District & Bankruptoy
sourts for the District of Golumbia

INDICTMENT

The Grand Jury for the District of Columbia charges:

COUNT ONE
(Conspiracy to Commit an Offense Against the United States)

1, In or around 2016, the Russian Federation (“Russia”) operated a military intelligence

agency called the Main Intelligence Directorate of the General Staff (“GRU”). The GRU had

multiple units, including Units 26165 and 74455, engaged in cyber operations that involved the

staged releases of documents stolen through computer intrusions. These units conducted large-

scale cyber operations to interfere with the 2016 U.S. presidential election.



2, Defendants VIKTOR BORISOVICH NETYKSHO, BORIS ALEKSEYEVICH
ANTONOV, DMITRIY SERGEYEVICH BADIN, IVAN SERGEYEVICH YERMAKOYV,
ALEKSEY VIKTOROVICH LUKASHEV, SERGEY ALEKSANDROVICH MORGACHEY,
NIKOLAY YURYEVICH KOZACHEK, PAVEL VYACHESLAVOVICH YERSHOV, ARTEM
ANDREYEVICH MALYSHEV, ALEKSANDR VLADIMIROVICH OSADCHUK, and
ALEKSEY ALEKSANDROVICH POTEMKIN were GRU officers who knowingly and
intentionally conspired with each other, and with persons known and unknown to the Grand Jury
(collectively the “Conspirators™), to gain unauthorized access (to “hack™) into the computers of
U.S. persons and entities involved in the 2016 U.S. presidential election, steal documents from
those computers, and stage releases of the stolen documents to interfere with the 2016 U.S.
presidential election.

3. Starting in at least March 2016, the Conspirators used a variety of means to hack the email
accounts of volunteers and employees of the U.S. presidential campaign of Hillary Clinton (the
“Clinton Campaign”), including the email account of the Clinton Campaign’s chairman.

4, By in or around April 2016, the Conspirators also hacked into the computer networks of
the Democratic Congressional Campaign Committee (“DCCC”) and the Democratic National
Committee (“DNC”). The Conspirators covertly monitored the computers of dozens of DCCC
and DNC employees, implanted hundreds of files containing malicious computer code
(“malware™), and stole emails and other documents from the DCCC and DNC.

% By in or around April 2016, the Conspirators began to plan the release of materials stolen
from the Clinton Campaign, DCCC, and DNC.

6. Beginning in or around June 2016, the Conspirators staged and released tens of thousands

of the stolen emails and documents. They did so using fictitious online personas, including



“DCLeaks” and “Guccifer 2.0.”

% The Conspirators also used the Guccifer 2.0 persona to release additional stolen documents
through a website maintained by an organization (“Organization 1%), that had previously posted
documents stolen from U.S. persons, entities, and the U.S. government. The Conspirators
continued their U.S. election-interference operations through in or around November 2016.

8. To hide their connections to Russia and the Russian government, the Conspirators used
false identities and made false statements about their identities. To further avoid detection, the
Conspirators used a network of computers located across the world, including in the United States,
and paid for this infrastructure using cryptocurrency.

Defendants

9. Defendant VIKTOR BORISOVICH NETYKSHO (Hersikmo Buktop BopucoBnd) was
the Russian military officer in command of Unit 26165, located at 20 Komsomolskiy Prospekt,
Moscow, Russia. Unit 26165 had primary responsibility for hacking the DCCC and DNC, as well
as the email accounts of individuals affiliated with the Clinton Campaign.

10.  Defendant BORIS ALEKSEYEVICH ANTONOV (Auroxos Bopuc Anekceesnd) was a
Major in the Russian military assigned to Unit 26165. ANTONOV oversaw a department within
Unit 26165 dedicated to targeting military, political, governmental, and non-governmental
organizations with spearphishing emails and other computer intrusion activity. ANTONOV held
the title “Head of Department.” In or around 2016, ANTONOV supervise& other co-conspirators
who targeted the DCCC, DNC, and individuals affiliated with the Clinton Campaign.

I1.  Defendant DMITRTY SERGEYEVICH BADIN (Bagua Jmutpuii Cepreesud) was a
Russian military officer assigned to Unit 26165 who held the title “Assistant Head of Department.”
In or around 2016, BADIN, along with ANTONOYV, supervised other co-conspirators who targeted

the DCCC, DNC, and individuals affiliated with the Clinton Campaign.
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12.  Defendant IVAN SERGEYEVICH YERMAKOV (Epmaxos Mpan Cepreesuy) was a
Russian military officer assigned to ANTONOV’s department within Unit 26165. Since in or
around 2010, YERMAKOV used various online personas, including “Kate S. Milton,” “James
McMorgans,” and “Karen W. Millen,” to conduct hacking operations on behalf of Unit 26165. In
ot around March 2016, YERMAKOV participated in hacking at least two email accounts from
which campaign-related documents were released through DCLeaks. In or around May 2016,
YERMAKOV also participated in hacking the DNC email server and stealing DNC emails that
were later released through Organization 1.

13.  Defendant ALEKSEY VIKTOROVICH LUKASHEV (Jlykamer Anexceif Bukropopud)
was a Senior Lieutenant in the Russian military assigned to ANTONOV’s department within Unit
26165. LUKASHEYV used various online personas, including “Den Katenberg” and “Yuliana
Martynova.” In or around 2016, LUKASHEV sent spearphishing emails to members of the
Clinton Campaign and affiliated individuals, including the chairman of the Clinton Campaign.
14, Defendant SERGEY ALEKSANDROVICH MORGACHEV (Moprases Cepreii
Anexcaﬁnpmm) was a Lieutenant Colonel in the Russian military assigned to Unit 26165.
MORGACHEY oversaw a department within Unit 26165 dedicated to developing and managing
malware, including a hacking tool used by the GRU known as “X-Agent.” During the hacking of
the DCCC and DNC networks, MORGACHEY supervised the co-conspirators who developed and
monitored the X-Agent malware implanted on those computers.

15.  Defendant NIKOLAY YURYEVICH KOZACHEK (Koza4ex Huxonaii FOpresu) was a
Lieutenant Captain in the Russian military assigned to MORGACHEV’s department within Unit
26165. KOZACHEK used a variety of monikers, including “kazak” and “blablablal234565.”

KOZACHEK developed, customized, and monitored X-Agent malware used to hack the DCCC



and DNC networks beginning in or around April 2016.

16.  Defendant PAVEL VYACHESLAVOVICH YERSHOV (Epmog [lagen Bauyecnaroruy)
was a Russian military officer assigned to MORGACHEV’s department within Unit 26165. In or
around 2016, YERSHOV assisted KOZACHEK and other co-conspirators in testing and
customizing X-Agent malware before actual deployment and use.

17.  Defendant ARTEM ANDREYEVICH MALYSHEV (Manrimes AptéM AHIpecBrd) was
a Second Lieutenant in the Russian military assigned to MORGACHEV’s department within Unit
26165. MALYSHEY used a variety of monikers, including “djangomagicdev’ and “realblatr.” In
or around 2016, MALYSHEV monitored X-Agent malware implanted on the DCCC and DNC
networks.

18. Defendant ALEKSANDR VLADIMIROVICH OSADCHUK (Ocapuayx Alexcanup
Buajumupoeny) was a Colonel in the Russian military and the commanding officer of Unit 74455.
Unit 74455 was located at 22 Kirova Street, Khimki, Moscow, a building referred to within the
GRU as the “Tower.” Unit 74455 assisted in the release of sfolen documents through the DCLeaks
and Guccifer 2.0 personas, the promotion of those releases, and the publication of anti-Clinton

r
content on social media accounts operated by the GRU.

19.  Defendant ALEKSEY ALEKSANDROVICH POTEMKIN (Iloremkun Aunexceii
Anexcangporny) was an officer in the Russian military assigned to Unit 74455. POTEMKIN was
a supervisor in a department within Unit 74455 responsible for the administration of computer
infrastructure used in cyber operations. Infrastructure and social media accounts administered by
POTEMKIN’s department were used, among other things, to assist in the release of stolen

documents through the DCLeaks and Guccifer 2.0 personas.



Object of the Conspiracy

20.  The object of the conspiracy was to hack into the computers of U.S. persons and entities
involved in the 2016 U.S. presidential election, steal documents from those computers, and stage
releases of the stolen documents to interfere with the 2016 U.S. presidential election.

Manner and Means of the Conspiracy

Spearphishing Operations
21. ANTONOV, BADIN, YERMAKOV, LUKASHEYV, and their co-conspirators targeted

victims using a technique known as spearphishing to steal victims’ passwords or otherwise gain
access to their computers. Beginning by at least March 2016, the Conspirators targeted over 300
individuals affiliated with the Clinton Campaign, DCCC, and DNC.
a, For example, on or about March 19, 2016, LUKASHEV and his co-conspirators
created and sent a spearphishing email to the chairman of the Clinton Campaign.
LUKASHEY used the account “john356gh™ at an online service that abbreviated
lengthy website addresses (referred to as a “URL-shortening service”).
LUKASHEY used the account to mask a link contained in the spearphishing email,
which directed the recipient to a GRU-created website, LUKASHEV altered the
appearance of the sender email address in order to make it look like the email was
a security notification from Google (a technique knowﬁ as “spoofing”), instructing
the user to change his password by clicking the embedded link. Those instructions
were followed. On or about March 21, 2016, LUKASHEV, YERMAKOV, and
their co-conspirators stole the contents of the chairman’s email account, which
consisted of over 50,000 emails.
b. Starting on or about March 19, 2016, LUKASHEV and his co-conspirators sent

spearphishing emails to the personal accounts of other individuals affiliated with



the Clinton Campaign, including its campaign manager and a senior foreign policy
advisor. On or about March 25, 2016, LUKASHEV used the same john356gh
account to mask additional links included in spearphishing emails sent to numerous
individuals affiliated with the Clinton Campaign, including Victims 1 and 2.
LUKASHEV sent these emails from the Russia-based email account
hi.mymail@yandex.com that he spoofed to appear to be from Google.

C. On or about March 28, 2016, YERMAKOYV researched the names of Victims 1 and
2 and their association with Clinton on various social media sites. Through their
spearphishing operations, LUKASHEV, YERMAKOV, and their co-conspirators
successfully stole email credentials and thousands of emails from numerous
individuals affiliated with the Clinton Campaign. Many of these stolen email.s,
including those from Victims 1 and 2, were later released by the Conspirators
through DCLeaks.

d. On or about April 6, 2016, the Conspirators created an email account in the name
(with a one-letter deviation from the actual spelling) of a known member of the
Clinton Campaign. The Conspirators then used that account to send spearphishing
emails to the work accounts of more than thirty different Clinton Campaign
employees. In the spearphishing emails, LUKASHEV and his co-conspirators
embedded a link purporting to direct the recipient to a document titled “hillary-
clinton-favorable-rating.xlsx.” In fact, this link directed the recipients’ computers
to a GRU-created website.

22.  The Conspirators spearphished individuals affiliated with the Clinton Campaign

throughout the summer of 2016. For example, on or about July 27, 2016, the Conspirators



attempted after hours to spearphish for the first time email accounts at a domain hosted by a third-

party provider and used by Clinton’s personal office. At or around the same time, they also

targeted seventy-six email addresses at the domain for the Clinton Campaign.

Hacking into the DCCC Network

23.  Beginning in or around March 2016, the Coﬁspirators, in addition to their spearphishing

efforts, researched the DCCC and DNC computer networks to identify technical specifications and

vulnerabilities.

For example, beginning on or about March 15, 2016, YERMAKOYV ran a technical
query for the DNC’s internet protocol configurations to identify connected devices.
On or about the same day, YERMAKOV searched for open-source information
about the DNC network, the Democratic Party, and Hillary Clinton.

On or about April 7, 2016, YERMAKOYV ran a technical query for the DCCC’s

internet protocol configurations to identify connected devices.

24. By in or around April 2016, within days of YERMAKOV’s searches regarding the DCCC,

the Conspirators hacked into the DCCC computer network. Once they gained access, they

installed and managed different types of malware to explore the DCCC network and steal data.

a.

On or about April 12, 2016, the Conspirators used the stolen credentials of a DCCC
Employee (“DCCC Employee 17) to access the DCCC network. DCCC
Employee 1 had received a spearphishing email from the Conspirators on or about
April 6, 2016, and entered her password after clicking on the link.

Between in or around April 2016 and June 2016, the Conspirators installed multiple
versions of their X-Agent malware on at least ten DCCC computers, which allowed
them to monitor individual employees’ computer activity, steal passwords, and

maintain access to the DCCC network.



c. X-Agent malware implanted on the DCCC network transmitted information from
the victims’ computers to a GRU-leased server located in Arizona. The
Conspirators referred to this server as their “AMS” panel. KOZACHEK,
MALYSHEYV, and their co-conspirators logged into the AMS panel to use
X-Agent’s keylog and screenshot functions in the course of monitoring and
surveilling activity on the DCCC computers. The keylog function allowed the
Conspirators to capture keystrokes entered by DCCC employees. The screenshot
function allowed the Conspirators to take pictures of the DCCC employees’
computer screens.

-d. For example, on or about April 14, 2016, the Conspirators repeatedly activated
X-Agent’s keylog and screenshot functions to surveil DCCC Employee 1’s
computer activity over the course of eight hours. During that time, the Conspirators
captured DCCC Employee 1’s communications with co-workers and the passwords
she entered while working on fundraising and voter outreach projects. Similarly,
on or about April 22, 2016, the Conspirators activated X-Agent’s keylog and
screenshot functions to capture the discussions of another DCCC Employee
(“DCCC Employee 2”) about the DCCC’s finances, as well as her individual
banking information and other personal topics.

25. On or about April 19, 2016, KOZACHEK, YERSHOYV, and their co-conspirators remotely
configured an overseas computer to relay communications between X-Agent malware and the
AMS panel and then tested X-Agent’s ability to connect to this computer. The Conspirators
referred to this computer as a “middle server,” The middle server acted as a proxy to obscure the

connection between malware at the DCCC and the Conspirators’ AMS panel. On or about April



20, 2016, the Conspirators directed X-Agent malware on the DCCC computers to connect to this

middle server and receive directions from the Conspirators.

Hacking into the DNC Network

26.  On or about April 18, 2016, the Conspirators hacked into the DNC’s computers through
their access to the DCCC network. The Conspirators then installed and managed different types
of malware (as they did in the DCCC network) to explore the DNC network and steal documents.
a.  On or about April 18, 2016, the Conspirators activated X-Agent’s keylog and
screenshot functions to steal credentials of a DCCC employee who was authorized
to access the DNC network. The Conspirators hacked into the DNC network from
the DCCC network using stolen credentials. By in or around June 2016, they
gained access to approximately thirty-three DNC computers.
b. In or around April 2016, the Conspirators installed X-Agent malware on the DNC
network, including the same versions installed on the DCCC network.
MALYSHEV and his co-conspirators monitored the X-Agent malware from the
AMS panel and captured data from the victim computers. The AMS panel collected
thousands of keylog and screenshot results from the DCCC and DNC computets,
such as a screenshot and keystroke capture of DCCC Employee 2 viewing the
DCCC’s online bankjng information.

Theft of DCCC and DNC Documents

27.  The Conspirators searched for and identified computers within the DCCC and DNC
networks that stored information related to the 2016 U.S. presidential election. For example, on
or about April 15, 2016, the Conspirators searched one hacked DCCC computer for terms that
included “hillary,” “cruz,” and “trump.” The Conspirators also copied select DCCC folders,

including “Benghazi Investigations.” The Conspirators targeted computers containing information
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such as opposition research and field operation plans for the 2016 elections.

28.  To enable them to steal a large number of documents at once without detection, the
Conspirators used a publicly available tool to gather and compress multiple documents on the
DCCC and DNC networks. The Conspirators then used other GRU malware, known as
“X-Tunnel,” to move the stolen documents outside the DCCC and DNC networks through
encrypted channels.

a. For example, on or about April 22, 2016, the Conspirators compressed gigabytes
of data from DNC computers, including opposition research. The Conspirators
later moved the compressed DNC data using X-Tunnel to a GRU-leased computer
located in Illinois.

b, On or about April 28, 2016, the Conspirators connected to and tested the same
computer located in Illinois. Later that day, the Conspirators used X-Tunnel to
connect to that computer to steal additional documents from the DCCC network.

29.  Between on or about May 25, 2016 and June 1, 2016, the Conspirators hacked the DNC
Microsoft Exchange Server and stole thousands of emails from the work accounts of DNC
employees. During that time, YERMAKOV researched PowerShell commands related to
accessing and managing the Microsoft Exchange Server.

30.  On or about May 30, 2016, MALYSHEYV accessed the AMS panel in ordet to upgrade
custom AMS software on the server. That day, the AMS panel received updates from
approximately thirteen different X-Agent malware implants on DCCC and DNC computers.

31.  During the hacking of the DCCC and DNC networks, the Conspirators covered their tracks
by intentionally deleting logs and computer files. For example, on or about May 13, 2016, the

Conspirators cleared the event logs from a DNC computer. On or about June 20, 2016, the
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Conspirators deleted logs from the AMS panel that documented their activities on the panel,

including the login history.

Efforts to Remain on the DCCC and DNC Networks

32.  Despite the Conspirators® efforts to hide their activity, beginning in or around May 2016,

both the DCCC and DNC became aware that they had been hacked and hired a security company

(“Company 1”) to identify the extent of the intrusions. By in or around June 2016, Company 1

took steps to exclude intruders from the networks. Despite these efforts, a Linux-based version of

X-Agent, progtammed to communicate with the GRU-registered domain linuxkrnl.net, remained

on the DNC network until in or around October 2016.

33.  In response to Company 1’s efforts, the Conspirators took countermeasures to maintain

access to the DCCC and DNC networks.

a.

On or about May 31, 2016, YERMAKOV searched for open-source information
about Company 1 and its reporting on X-Agent and X-Tunnel. On ér about June
1, 2016, the Conspirators attempted to delete traces of their presence on the DCCC
network using the computer program CCleaner.

On or about June 14, 2016, the Conspirators registered the domain actblues.com,
which mimicked the domain of a political fundraising platform that included a
DCCC donations page. Shortly thereafter, the Conspirators used stolen DCCC
credentials to modify the DCCC website and redirect visitors to the actblues.com
domain.

On or about June 20, 2016, after Company 1 had disabled X-Agent on the DCCC
network, the Conspirators spent over seven hours unsuccessfully trying to connect
to X-Agent. The Conspirators also tried to access the DCCC network using

previously stolen credentials.
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34.  In or around September 2016, the Conspirators also successfully gained access to DNC
computers hosted on a third-party cloud-computing service. These computers contained test
applications related to the DNC’s analytics. After conducting reconnaissance, the Conspirators
gathered data by creating backups, or “snapshots,” of the DNC’s cloud-based systems using the
cloud provider’s own technology. The Conspirators then moved the snapshots to cloud-based

accounts they had registered with the same service, thereby stealing the data from the DNC.

Stolen Documents Released through DCLeaks

35.  More than a month before the release of any documents, the Conspirators constructed the
online persona DCLeaks to release and publicize stolen election-related documents. On or about
April 19, 2016, after attempting to register the domajﬂ electionleaks.com, the Conspirators
registered the domain dcleaks.com through a service that anonymized the registrant. The funds
used to pay for the dcleaks.com domain originated from an account at an online cryptocurrency
service that the Conspirators also used to fund the lease of a virtual private server registered with
the operational email account dirbinsaabol@mail.com. The dirbinsaabol email account was also
used to register the john356gh URL-shortening account used by LUKASHEYV to spearphish the
Clinton Campaign chairman and other campaign-related individuals.

36.  Onorabout June 8, 2016, the Conspirators launched the public website dcleaks.com, which
they used to release stolen emails. Before it shut down in or around March 2017, the site received
over one million page views. The Conspirators falsely claimed on the site that DCLeaks was
started by a group of “American hacktivists,” when in fact it was started by the Conspirators.

37.  Starting in or around June 2016 and continuing through the 2016 U.S. presidential election,
the Conspirators used DCLeaks to release emails stolen from individuals affiliated with the Clinton
Campaign. The Conspirators also released documents they had stolen in other spearphishing

operations, including those they had conducted in 2015 that collected emails from individuals
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